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1. Preface

Intended Audience

This document is intended for the following audience:
e  Customers

° Partners

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information,
visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Structure

This manual is organized into the following categories:

Preface gives information on the intended audience. It also describes the overall structure of the
User Manual.

The subsequent chapters describes following details:
e Introduction
o Preferences & Database

e  Configuration / Installation.

Related Information Sources

For more information on Oracle Banking APIs Release 20.1.0.0.0, refer to the following documents:

e  Oracle Banking APIs Installation Manuals
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Create Users in IDCS

2.Create Users in IDCS

1. Access your Oracle Identity Cloud Service instance (for example: https://<tenant-base-
url>/ui/vl/adminconsole) and log in with your Identity Domain Administrator credentials.

Glossary of Parameters:

<tenant-name> Tenant name of your IDCS instance

<tenant-base-url> Tenant base URL used to access your IDCS instance

<base-url> Base URL used to access your IDCS instance without tenant
name

2. Click on Add a user button on Dashboard screen as shown below.

= = Identity Cloud Service @

Welcome admin@oracle.com Here's what you can do:

= Onboarding Users and Groups  * Performing Self-Service
= Onboarding Applications Diagnostics

|. Watch the Video ‘ | Learn More Auditing the System, Users, * Customizing the Service
BT SEEE— and Groups * Performing End-User Self
|_ What's New ‘ Managing Security Settings Service

Filter by Date Range Last 30 Days v

190 & 50 & 9 &

Total Tota Total

Groups e

9 0 8 0 0 0

Created Removed Created Removed Created Removed

D7 ? 218 d S =
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Create Users in IDCS

3. On the next screen, enter details of a new user ‘superadmin’ shown below.

Add User x

Step 1: Add User Details

The user name will be used to log in, and the email addrass will be flagged as the primary email address for the user.

* First Name super

* Last Name  admin

* User Name

* Email john.doe@domain.com

lUse the email address as the user name

4. Click Finish.

Repeat steps for other admin, retail & corporate users
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Create an OBAPI Client Application in IDCS Console

3. Create an OBAPI Client Application in IDCS Console

1. Goto IDCS Admin Console - Enter Admin user name and Password.

2. On Applications tab - Click on + sign > Enterprise Application

Add Application

App Catalog Add an application from the Application Catalog.

SAML Application Create an application that supports SAML for Single Sign On.

Create 3 mobile/single-page application that uses OAuth 2.0. These applications

Mobile Application : e e
cannot maintain the confidentiality of their client secret.

Create 3 web-server/server-side application that uses QAuth 2.0, These apps

Confidential Application _ T -
typically run on a server and can maintain the confidentiality of their client secret.

Enterprise Application Create a web application that is protected by the App Gateway.

= QORACLE Identity Cloud Service

Details QAuth Configuration 550 Configuration Import Users Groups

Details

Application Type Enterprise Application
* Name OBDXWeb

Description

Application lcon G

Upload
* Application URL | http://whf00itb
Custom Login URL

Custom Logout URL
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Create an OBAPI Client Application in IDCS Console

3. Click Next, On OAuth Page Select Skip for Now and click Next

4. Click Next. Click resources as shown below

Edit Resource

* Resource Name  all
* Resource URL /*

URL Query String

Regex

Description

Edit Resource
| Enter 100 or fewer characters.
* Resource Name digx
*

Resource URL  /digx/*

URL Query String
Regex

Description

Edit Resource

* Resource Name  index
* Resource URL /indexhtml

URL Query String
Regex O

Description
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Create an OBAPI Client Application in IDCS Console

Configure Authentication Policy for this application
Description

Disable Audience Validation [J

Allow CORS [J
Require Secure Cookies (J
Managed Resources
D Select Al 4+ Add Remove

(R t index Jindex.html

o 2 = digx Jdig/x

» Authorization Policy
5. Set Authentication policy as shown below and regrder the same

Configure Authentication Policy for this application
Description

Disable Audience Validation [J

Allow CORS O

Require Secure Cookies (J

Managed Resources

[ select Al 4+ Add

index findexhtml

o

digx fdigw®

» Authorization Policy

index Form or Access Token
digx Form or Access Token
all Public

6. Click on Finish. Navigate back to the application and assign users to this application

3-3
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Create an OBAPI Client Application in IDCS Console

= ORACLE' identity Cloud Service License Type : Foundation o @

Cookie Preferences

O B DXWe b @ Deactivate

Details ~ OAuth Configuration  SSO Configuration  Import  Users  Groups

Q OSelect Al = Assign Revoke

@ Jeff Bohr JeffCCBohr °
w MATRET3 MATRET3 MATRET3 °
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Database Scripts (to be executed after day0 scripts)

4. Database Scripts (to be executed after dayO scripts)

In browser access the below URL, it should be redirected to IDCS Login page

https://<AppGatewayHost>:<AppGatewayPort>/index.html

In browser network requests, search below request and note the client_id its query params
https://<IDCS_HOST>:<IDCS_PORT>/oauth2/v1/authorize

Update DIGX_FW_ACCESSPOINT set CLIENT_ID = '<client id >' where ID = 'APINTERNET";

Restart OBAPI Server

Home
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Installation of App Gateway

5.Installation of App Gateway

https://docs.oracle.com/en/cloud/paas/identity-cloud/uaids/set-app-gateway.html

Home
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